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Abstract

Computer crime is an increasing threat, and malware is afimmgly involved. Some malware (bots) wait for
orders from a remote master (botmaster). This kind of mawan be used in targeted attacks against victims
throughout the whole world. This is serious cyber crime.tidlt it takes to be infected by this kind of malware
is; (i) bad luck, (i) human failure and/or (iii) weak infomtion security level. This can make a rather innocent
enterprise partly involved in cyber crime.

In every computerized equipment we use, there will exists\traces as a result of our activity. When serious
crimes are committed, these digital traces (or evidenceg)a important for police. The search for electronic
traces/evidences is often very time consuming. If policgfisoate an the office locations and computer equip-
ment in their search for digital evidences, the enterpriag im worst case go bankrupt.

If Small and Medium Enterprises (SMESs) are prepared to botiae with police - they will most likely be
able to reduce the interference of business. In Digital kgios Investigation (DFI) this preparedness is called
DF Readinessin this paper we introduce D-FORCE - a DF Readiness frametiat may help SMEs to be
more prepared in collaboration with police investigatdbsFORCE focus on humans and organization and is
optimized for SMEs.

We describe in this paper cyber crime threats, digital fei@nbasics and Norwegian police challenges (settle-
ment and organization). We discuss the economic lossesdirgacomputer crime. We describe previous DF
Readiness approach and our D-FORCE framework proposalllyime suggest further work and summarize
our findings.

Keywords: Information security, forensic investigation, digitatémsic readiness, cyber crime cost, D-FORCE
framework.
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1 Introduction

"The only truly secure system is one that is powered off,
cast in a block of concrete and sealed in a lead-lined
room with armed guards."”
— Gene Spafford

The last decades the technological evolution have beenmengrin use of online services. We humans
have in general embraced every digital equipment both ak wnd in our homes. We share information all
around the world at the speed of light throughout our sodidvorks [5]. For many businesses an Internet
access is crucial - they get both their applications and thtl data online in so-called Cloud Services|[25].
This is a challenging situation in an information securl)(context.

1.1 The Threat

We often divide information security threats in two maineggiries - internal and external threats. In this
article we will only mention the internal threat briefly. Btis because recent studies & research shows that the
external threats are very high. Verizon Business (in catjmer with several other large contributors) show in
their report"2012 DATA BREACH INVESTIGATIONS REPORfTat external threats is estimated to be 98%
in 2012. This is an 6% increase compared to 2011 [40] [9]. Nbeetess, we must never ignore the internal
threats.

Internal Threat / Human Factor

Internal threat are most likely an unlucky and/or bad trdieeployee that makes an error. Employees may
also be facing situations like offended/insulted and/op$gchic unstable (traumatized). Other strong motiva-
tion can be corruption, extortion, politically/idealisaily etc. [18]. We humans may be the biggest threat to
information security|[30]. Partners/consultants also enalk important group of threat to our enterprise. They
often get trusted and can easily do a lot of harm.

External Threat

Cyber criminals are most likely well organized professierthat operates in smaller groups in countries with
sloppy practice of law and legislation (development cdasjr They easily pay off police and government to
be able to continue their illegal business. Some of thesenizgtions have also web pages where you can order
an attack (typical documents from your competitors/engmi®ne large and infamous group is tRassian
Business Network They was very active from St. Petersburg in 2006-2007 anek weost likely a part of
Russian mafia. Recent years we have got much criminal acfiein China - but this may just be a hide-out.
In this professional category we also find government ptsjétdended to e.g knock out an other country’s
atomic infrastructure (cyber defense as a national mjlitlefense strategy). The latter groups may not be a
huge threat against general enterprises, but they paticip the development of advanced malware. This kind
of malware will soon be available to criminals that develofuither in another form/shape (and signature).

Another threat are politically/idealistically motivatgdoups. This kind of groups recruits participants that
deliberately get their trojan/bot (malware) installed &aypart of the actual campaighhe Anonymous group
is an example of these attackers. They use the power of Sdetalorks (SN) in their communications and
recruitment for voluntary. Their power have been demotetraeveral times last yeals [26]. One example
was triggered when several huge finance companies frozdidienao WikiLeaks. This initiated the attack
campaign named: "Avenge Assange". Anonymous group mawndgwtk out the websites and services from
e.g. PayPal, Amazon, Visa, and MasterCard in many hours. drly demonstrated how powerful anonymous
group is. Anonymous group is claimed to be responsible fer 8§@% of online data theft in 2011 [2].

Finally we have the individuals; script kiddies/hackerattivorks for themselves (drive by hacking) just
showing off their skills. They can make much trouble, butoein general so good in hiding their activity -
so they are in general easy to track.

It is very easy to commit criminal activity on Internet. Thian be don by ordering this service online
or performing this yourselves. There are tons of of easilgilable tools with normal and easy installation
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procedures and nice Glisvith all the documentation that is needed. If installingstkind of software, the
security software on the actual computer may not even camf@ati virus, firewall, IDG etc.). Thisis because
this kind of software also is used by the "white hat" guys & teeir security. You even find frameworks in
how to build your own malware. This kind of tools may of-caeitse used in training and/or penetration testing,
but are most likely used as part of many attacks through splaee. An good example of this kind of tools are
BackTrack

OECIH released in 2009 a publication call&domputer Viruses and Other Malicious Software: A Threat
to the Internet Economyfil2]. This is a very good approach to better understand treattfrom malware.
Figure[1 illustrates the trends in malware for the last decad
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Figure 1: Visibility of malware vs. malicious intent.

The illustration show that malware are in general gettingearammplex and the malicious intents are increas-
ingly. This is a scary scenario. Source originally from thetéh government's CEI@T(V\WN GOVCERT.
NL).

Malware in general will probably "live on Internet" for a lgrmperiod of time (years) without any people
actively administrate/controls it. This is because theostikely will exist some old and/or weak operating
systems that is unpatched and/or without anti virus.

General sources:[10] [40] [34] [14].

Examples of Advanced Malware

- Zeus [11] is a complex malware (botnet). Zeus was huge if® 20@ FBI claims that the criminals behind
this malware stole over US $300.000.000 the first year.

- Stuxnet[[35] is a large and complex malware that most liketydeveloped by some government. It was initial
built to attack Siemens PLEsnd change alter their programming. This may be one of thiegiingernment
developed malware targeted to use in a national cyber def@taxnet was first detected in July 2010 attacking
Iran’s atomic industrial plants. The costs this malwareehanoduced is of-course enormous.

1.2 Motivation / Limitation / Outline

In this paper we describe the need for forensic readinesmalland Medium Enterprises (SME). We hope to
motivate the readers to implement forensic readiness iryes®IE (as part of the emergency plan / business
continuity plan). We hope that this paper will help SMEs igittDFI readiness processes.

1GUI = Graphical User Interface.

2|DS = Intrusion Detection System.

SOECD = The Organization for Economic Co-operation and Deylent.
4CERT = Computer Emergency Response Team.

5PLC = Programmable Logical Controller (industrial computgit).


WWW.GOVCERT.NL
WWW.GOVCERT.NL

We have in this paper focused on forensic readiness in Digdeensics Investigation (DFI) in general and
especially in SME. When we write the term "police" we refer'idhe Norwegian Police" unless otherwise
stated. We lack detailed description of the Norwegian p&Ei®©FI| procedures — this is most likely because of
secrecy (database- and web search + several email andaetepalls gave no results).

We initially describe the threats regarding especiallyerytrime. We explain the Norwegian settlement and
the police organization. We cover typical incidents andegbenomic loss in cyber crime. We further explain
the basics of DF readiness and discuss some previous wdukling a new standard. We present a framework
for better collaboration with SMEs: D-FORCE. We finally seggfurther work and summarize our findings.

2 Norwegian Settlement

"There is so much space in Norway".
— Norwegian tourist

Norway is a long country with settlement spread all over. pbpulation in Norway are rather small: we
passed 5 million 19 March 201@22]. Compared to rest of Eeaopand especially Asia we have a lot of space
in Norway. The spread settlement in Norway is a challenggd@ernment services (among others). Norway is
1.752 krélgng in straight line, width varying from 6 to 430 kifrhe illustration in figuré2 show the population
in 2009 [39].

Urban settlements with 5 000 or more residents.
1. January 2012

Uthan areas by number
ofinhabitants
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Copyright:
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2012 © Statistics Norway

Figure 2: The Norwegian Settlement.



3 Small and medium enterprises - SME

"We have no CEQO's or directors,
the owners just discuss and take decisions".
— Unknown, small Norwegian SME

3.1 Definition of SME

Norway is a member of European Free Trade Area (EFTA) andsrctintext The European Union’s definition
of SME (EU recommendation 2003/361 [37]) is the currenefbjit

The category of micro, small and medium-sized enterpriSkHSs) is made up of enterprises which
employ fewer than 250 persons and which have an annual tarmmt exceeding EUR 50 million,
and/or an annual balance sheet total not exceeding EUR 48mil

3.2 Norwegian employee distribution in SMEs

Table[1 show the employee distribution for SME in Norway 20Rase note that over 70 % of all employees
in Norway works in SME’s. Of this group 24,8% are in the catygb0-49 employees [23]. The humbers are
closely related to the Norwegian settlement describedaticge2.

# employee| Total # employeg %
1-4 327917| 18,3

5-9 180136| 10,1

10-49 442564 | 24,8
50-99 144763 8,1
100-249 181561| 10,2
>=250 510638| 28,6
Total 1787579| 100,0

Table 1: The employee distribution in Norwegian SME 2009.

3.3 SME and the usage of ICT

Nowadays, most SMEs make use of information and commuaoitaéchnology (ICT). In 2011, 89-95% of
Norwegian SMEs from 10-100 employees had an Internet ceoiomg21]. This tell us that SMEs in Norway
are very dependent on Internet in their daily business.

3.4 Small and Medium Enterprises are popular targets

Small and Medium Enterprises (SMES) are often popular targecyber crime. This may be due to several
reasons. The smallest SMEs may typically be very focusetiaf tore business production/service and do
not focus on computer routines/knowledge and informat&gusty. SMEs do in general not consist of large
administrations.



4 Norwegian Police

"When we think computers may include important evidences,
we confiscate them and ship them to the experts.”
— Per Norstrand, Police Chief Superintendent, Austevahli@olice

4.1 Police Organization

The Police are organized under the governmeimistry of Justice and the Policeand "National Police
Directorate". In 2010 there where roughly 13.000 employees divided iidteegions. In every region there are
several rural and local police stations. Please find the mi&fpovegian Police Organization in appendix B
[19].

4.2 General Police Investigation

The police force are in general known to be well trained amghg@red for most situations. In a national survey
in 2010 focusing on the citizens experience/relation, 86%® citizens had trust in police [38].

With enough material/information collected they must thuip the timeling and document; (i) chain of
custody, (ii) evidence integrity, (iii) objectives and)iwmethodology. They finally have to report and document
their findings in an easy readable plain English report ferdburt.

A thorough systematically and efficient work following pm#iprocedures are important to build up a strong
case without destroying/loosing evidences. In Norway we lsshumanistic and highly democratic government
that gives every citizen strong rights even under suspiofdmaving committed a crime. Norwegian law and
legislation strive to meet the expressiinnocent until proven guilty" If any citizen are found suspicious of
committing a crime - s/he will be given a lawyer payed by theegoment during the case.

4.3 Kripos

In more challenging cases where assistance is needetlatienal Criminal Investigation Servicé(ripoﬂ
[17], is involved. Kripos is the police’s special agency whdask is to combat organized and other serious
crime.

Datakrim division (eng. computer crime division) is a sgpaidivision in Kripos. Datakrim consists of lawyers,
civilian and police trained personnel. People in Datakrimisebn is involved if any police region need assis-
tance regarding DFI. Datakrim consists of four section3:[33

Section for analyses and investigation in malware and hacki

Section for electronically evidence: people that perfoamsiputer forensic investigation
Section for communication and data interception

ICT Management Section: handles and support the large a@mbdata material in Kripos

4.4 Police Challenges in Forensics Investigation
Centralized expert knowledge

With our widespread settlement and many small municipdterfdess than 1000 citizens), police are facing
huge challenges if expert knowledge is needed. Kripos nagkmany hours (or worst: days) to be physical
on the crime scene.

Continuously development of new ICT technology

The Police have also experienced the challenging techivallotace. Especially the Digital Forensic Team
(Datakrim) is criticized in the following references. Howee, Datakrim can not take the blame alone - the
organization may be to small for the amount of work they aderd.

6A timeline is a list or illustration of events in a chronologl order.
"Kripos is an abbreviation fdkri minal Pdliti Sentralen (Norwegian)



A Police Directorate Report, August 2012

The police directorate published in August 2012 a reportteniby several internal sources in the police [20].
This report seems very honest/truthful. Here are some cbitglusions:

"The fast development in technology is a challenge in thiegbl
"More crimes would have been solved by more use of DFL."

"Many crime cases involving ICT equipment are dismissedums of missing DFI expertise and
personell"

Torben Strand’s Master thesis, July 2012
Torben Strand’s master thesis finalized in July 2012 comduwdso on weakness regarding forensics in Norwe-
gian police (cited).[33]:

"Both police computer forensic investigators and the oigation (leaders/management) lack
(enough) knowledge in digital forensics"

The 22 July 2011 Report

The report after the horrifying incidents 22 July 2011 in@ehd Utgya, Norway concludes on several critical
issues in the police:

Missing emergency plans for overlapping major incidents
Organizational weakness in collaboration between polagions and stations
Much computer and communication equipment are outdated éeergency radio)

Poor qualifications regarding this kind of attack both in amand unit and leadership

Court of justice and new ICT technology

The new technology also gives challenges in the court oicjeistt is typical easier to support a new decision
based on other previous convicted cases. When new technslagtroduced as evidences in a case - it will
take more time to conclude on this case. The price (in timeraodey) for a fully analyzed digital evidence
may be difficult to fulfill because the lack of expert knowledgrhis time and money obstacle may force the
judge(s) to ignore the digital evidence of new technology.

5 Incidents

"There is no such thing as an isolated incident."
— David Lacey

Incidents do happen - whether technical equipment breaks dohuman error occur. Unfortunately, most
any individual or organization may be a victim of these cytr@minals. All that it takes is; (i) bad luck, (ii)
human failure or (iii) weak information security level. Sww or later at least one of these categories will end
with malware installed in a internal/trusted computer. Ategprise with computers infected with evil malware
can be very critical to their business services. They may ladsseen on as criminals by police and may be
directly or indirectly involved in time consuming forensitvestigation processes.

5.1 Type of Incidents

The following are examples of serious criminal activitieur SME context:

e Terror
e Murder



Child pornography
Theft/Robbery/Burglary
Economic fraud
Corruption

The following are examples of ICT related incidents in SMBstext:

e Loss of physical equipment; (i) computers, (ii) serveli$), fietwork routers etc. (e.g. theft).

e Loss of services; (i) hardware or software failure on indéequipment, (ii) external services breakdown
(e.g. bad maintenance, weak contracts).

Human error (e.g. stress, lack of knowledge and/or trajning

Malfunction in software (e.g. bugs).

Internal and/or external access violation (e.g. malwate,ision).

Criminal cyber activity (e.g hacking internal and/or exia).

The following are examples of cyber crime incidents in SMastext:

Online fraud
Scareware

Identity theft

IP Theft

Espionage
Customer data loss
Online Theft
Extortion

5.2 Time is Money - Cost vs Expenses

The largest category in SME (249 employees) may have timaranky to make bulletproof policies, proce-
dures and education plans. Nevertheless, there are gstihhs involved - and humans do make mistakes [7].
The average enterprise in SME category will most likely natenstaff that works 100% with IS - it is more
likely that the manager do this himself and/or use exteroasaltants.

A police investigation will in worst case be a very expengivecess if the SME have missing business
continuation plans. If the police conduct a search for ewigs on the SMEs premises this will most likely
block the enterprises chances to proceed as normal for n&ysy @his kind of scenario may end up in seizure
of several important ICT equipment that takes a lot of time &y to both physically buy and configure, and
this is the easiest part of the recover process.

For a SME a restore process after any incident may be "quidkdimy" because of its cost. Time is
money and every hour (or minute) without access to Interneétfaa file servers may damage an SMEs budget
and income in large scale (and in worst case go bankrupt).n@hee of DF investigations is that the better
prepared an enterprise are - the less interference to cenedss.

5.3 Incident Lifecycles

Sommer describes the lifecycles of an incident very cormgmelve in his guide for forensics readiness (by
IAAC@)"[BZ]. We have simplified the list in tablg 2. Please find ttastration in figure B which in general
show how time consuming an forensic investigation procesg Ine.

8The Information Assurance Advisory Council (IAAC) is a mte sector led, cross industry forum dedicated to promatisgfe
and secure Information Society in Ukt t p: / / www. i aac. or g. uk/
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Figure 3: The Life-Cycle of incidents iIIustratelﬂSZ].

5.4 Factors that affects the DFI process

The following factors will directly influence the time andst@f an police DFI process:

Collaboration with police (will employees in SME resist?)

Have digital evidences deliberately been tampered withgeamployees in restoring situation?)
Existing ICT with logs (firewall, IDS, etc.)

Time from incident to investigation on site starts (how langst the DFI expert travel?)

When an SME are facing an DFI process they are legally olelih&t participate. Police are entitled to
confiscate the SMEs locations and/or ICT equipment wherareedras been committed. If an SME refuses to
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Phase Description

Detection The first signs of the actual incident.

Diagnosis, initial What happened? Can we reduce the extent of this incident?

Management actions The management are presented the initial diagnosis|and
will decide what action to perform.

Evidence collection Collect traces/evidences if possible.

Diagnosis, mature Was the initial diagnosis correct? Perhaps change the jnci-
dents extent.

Management actions The management are presented eventually new/mature di-

agnostics and will decide what action to perform.
Business/asset recovery activity How can we restore our situation? Execute business gon-
tinuation plans if possible.

Remedial activity Document incident to learn and improve.
Civil legal activity If any crime have been committed - the police will be in-
volved.

Law enforcement agency activity | Depending on the extent of the case - the law enforcement
will be engaged.
Criminal and regulatory proceedingsComplex cases will use a lot of time in court.

Table 2: The life-cycle of incidents - different phases eiptd.

collaboration with police, they will most likely be prosded for refuse to work. The latter is never an option
unless very good reasons exists.

6 Economic Loss due to Computer Crime

There are three kinds of political accuracy: Lies, estiroasi and statistics.
— Roger Larsen’s rewriting of Mark Twain

There are endless of examples where computer crime insidesdirectly the root cause of great economic
losses. Some examples are listed below:

e A small New York marketing firm "Little & King LLC" faced bankiptcy after a computer virus infection
that cost the company USD 165.000/[16].

e The Dutch bank, Robobank, was knocked offline/unavailabtenfost of the time during two days in
February, 2011/ [3]. The attack method was so-called Fowsich is a targeted attack from many
different sources. For banks this long time may be cruciabisiness.

e Sony Portugal was in June 2011 hacked by some Lebanese fiackeey most likely stole internal
documents and source code![41]. This kind of incidents mdyae market value for a long time.

6.1 Lossin Several Stages

Economic loss comes typical in several stages. We spendaitmdanoney in the following stages regarding
computer crime; (i) proactive efforts, (ii) during the ident(s) and (iii) the recovery process(es). We divide
the last parts in our paper using the terms direct & indiressés.

Proactive Efforts In this stage we use a lot of time & money to secure our SMEgstsbe prepared for an
incident. We invest in firewalls, intrusion detection sys$e antivirus systems and monitoring systems etc. We
train our ICT personnel to operate and manage the hardwdreggpiications. If the threat level was not that
high as it is today on Internet - we would of-course have usss Inoney in this phase.

9DDoS = Distributed Denial of Service
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Direct Losses When burglars steal computer equipment the loss is direjlyost physical computer, (ii)
lost important documents (stored in the actual computéi),ldst money from our accounts, (iv) damaged
office doors and/or windows etc.

Indirect Losses The indirect loss may be the biggest part. We need to "cledhagpver after an incident.
This may include a lot of man hours in collaboration with pelinvestigators and several days without being
able to use the normal offices. Other indirectly losses quiedy; (i) important documents that reveals our busi-
ness strategy, (ii) identity/privacy information, (iiipgrce code of closed software application(s), (iv) reduced
trust from customers and partners etc. Information andoisiheidentities are the new currency.

There are also a psychic part of every incident. If the burgleident was a violent/scary situation - we
get psychic traumas. This kind of trauma can make employiekda long term. We may also get a period
with "over awareness" in the organization. Both these 8i@na can be very negative to an SME after a major
incident. The message here is that the extent of an econossiaiiay be difficult to conclude on before history
reveals it.

The physical objects are most likely the smaller parts ofrthi@lent cost.

6.2 Under-reported Incidents

Enterprises are not legally ordered to report incidentslinmg financial loss (both direct and indirect). Even
if they was legally committed - we would probably end up witlgk numbers of under-reported incidents.
Under-reporting by enterprises are most likely becausbhefdllowing reasons:

They will not make to much noise/fuss

They will not be embarrassed

They will not publish/report their internal failures

They see on these incidents as less important

They may end up keep quiet as a result of a negotiation witinttedved (whom they can discharge)
They lack confidence in police and legislation (investigiatiakes time!)

They may be unaware of the actual incidents and economic loss

6.3 Computer Crime in Norway

NSR Survey The Norwegian Industrial Security Council (NaeringslivEikkerhetsrad,NSR) published in
August 2012 a report regarding computer crime in Norway, Rdmllsundersgkelsen 2012 [31]. This report
try to estimate the amount of dark figures / unreported coergtme incidents. This work is a comprehensive
cooperation with several Government organizations anemesterprises in Norway.

They included 6000 Norwegian organizations in their surf2911). 4500 private enterprises (both listed
on stock exchange and limited) and 1500 government orga@miiga They got only 886 answers which gives a
response on 15% (and then high uncertainty to figures).

The number of officially reported computer crime incidem<011 was 361. The NSR report estimates
the actual number of incidents to be 44.800. This officiabregal incidents is below 1% of the estimated. The
NSR report have estimated the total loss due to computeredrimlorway to be NOK 20.000.000.000. They
have based this assumption on the UK Cabinet Office rese24¢h [

Table[3 show the estimated distribution of computer crino@ients. Tablél4 show the percentage of organiza-
tions that reported one or more of the actual incident. FEigLitlustrates the distribution in computer crime; (i)
traditional, (ii) common and (iii) cyber crime. Please ntitat cyber crime makes appr. 40% of all computer
crime.

PwC Survey Pwdd published in November 2011 results from a cyber crime suivép11 [27]. 67 enter-
prises was included in the Norwegian part of the world widevesyr They found that 25% of all enterprises
had incidents regarding cyber crime. 55% of them answerdhiey needed external help to recover from the
actual incidents.

1%pwC is a brand under PricewaterhouseCoopers Internatigmited. They are a network of firms in 158 countries with elde
169.000 people who delivering quality in assurance, taxaavisory services.
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# | Estimated Distribution of Incidents: %
1 | Computer intrusion / hacking 7,1
2 | Unauthorized changing/deletion of data 51
3 | Targeted attacks (denial of service (DoS & DDo$§)) 2,0
4 | Online credit card fraud 66,5
5 | Abuse of ICT equipment 5,8
6 | Sharing illegal/copyrighted material 13,2
7 | Theft of information 0,2
8 | Total 100,0

Table 3: Estimated distribution of computer crime incident

S

Actual Reported Incidents:

Computer intrusion / hacking

Thetft of information

Unauthorized changing/deletion of data

Abuse of ICT equipment (PC/Network/servers)
Sharing illegal/copyrighted material

Targeted attacks (denial of service (DoS & DDoS))
Threats/extortion of attacks to ICT systems

Online credit card fraud

Theft of ICT equipment (PC, server, mobile storage, molite3
Loss of privacy data
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Table 4. Computer crime incidents actual reported.

M Traditional (18)
M Cyber (11)

= Common (5)

Figure 4: Traditional computer crime vs. Cyber Crime.

6.4 Cyber Crime in UK

UK Cabinet Office & Detica] published a report in February 201 The Cost of Cyber Crime[ﬂ]. This is
a very comprehensive work that explains the threats and hewytber crime economy works. They estimates
that cyber crime costs GB £27.000.000.000 in 2010.

UDetica is part of BAE Systems, a global defence and securitypany with over 100,000 employees worldwide.
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6.5 Comparison - Norway vs UK

With the use of a CBi= +4% we end up with UK cyber cost GB £ 28.080.000.000 for 20Cdnverted to
NOK with 2011’s average exchange rate GB £1 = NOK 8,4\Ze end up withiNOK 252.273.528.000

Population in UK is calculated (using 2012 figures initiai)tte61.838.39@. Norway had January 2011
the population:4.985.87. When the losses are divided with population - we get the déigg@iound in figure
5.

Description UK | NOR
United Kingdom:| 4080 NOK/citizen GDP per capita in PPS 108 | 189
NOfW&y: 4011 NOK/citizen Real GDP growth rate - VO|Um30,9 1,4
Average Citizen per kfh 254 16

Table 5: Loss divided with citizens. Table 6: National statistics - UK vs Norway.

Comments to comparison

We where a bit surprised by how close Norway and UK ended indigabove. We expected these figures to
have more distance. Norway is a very wealthy nation withoif’'sncome, the GDB is almost double as much
as average for Europe. See figuke 6. Souurce: European 9iiondstat.

Norwegians are known to be very interested in new techndldgy is much likely because of our high de-
veloped nation with high standard of living. This may impeawur turnover regarding new computer equipment
with improved/more secure operating system.

However, Norwegians may be a bit more naive in our socialsskitmpared to UK. We have this spread
settlement and large amount of small cities/villages. GnNworwegian countryside we do not lock either
houses or cars. The horrifying terror incidents that hapde22 July 2011 was a serious "wake up call" for
Norwegians regarding our low security awareness [13]. €aduation report showed that the terrible actions
was totally unexpected for government and police.

These characteristics of Norway may explain why we endedugose to UK in the figures.

12Cp| = Consumer Price Index

I3Norges Bank exchange rate statisfidst p: / / www. nor ges- bank. no/ no/ pri sst abi | i t et/ val ut akur ser/ gbp/
aar/

14UK Office for National Statistics - Population 2018t t p: //ww. ons. gov. uk/ ons/ t axonony/ i ndex. ht m ?
nscl =Popul ati on

15statistics Norway - Population 20t t p: / / waw. ssb. no/ mi ni f akt a/ mai n_03. ht ni

16GNP - Gross Domestic Product
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7 Digital Forensics

"Forensic scientists are not policemen.We are scientists.
We deal with these matters objectively.
We do not [act] on our suspicion."
— Cyril Wecht

Forensic investigation is an ancient science of using exXgpmwledge for solving crime [29] [8]. In the
early days the investigators tried to discover how the wi¢d) was killed — by; (i) knife, (ii) scythe or (iii) axe.
Today, we may build up the whole detailed scenario regardiogt crime cases (depending on time spent).

The term Digital Forensics (DF) is the forensic process whee use basic investigating processes on dig-
ital/electronic evidences|[1]. With several kind of poteloomputers and smart phones, in addition to new
cloud computin, we humans leave a lot of digital traces (evidences) allithe.t

In DF investigations we need expert knowledge in computense to handle several specialized tools in ad-
dition to well working methodologies in cases with digitaldences|[6].

Examples of places where we may leave traces in businegolo:

Computers

Mobile Phone (Smart Phone)

File-, Database-, Email- and Print Servers etc.

Telephone System

Network Equipment (Firewall, WiFi, IDS etc.)

Internal Alarm-, Access-, Surveillance- and Monitoringsgms

Examples of places where we may leave traces outside badowgions(s):

Telephone Service Provider (Mobile- & Plain Old Telephost&m (POTS))
Application Service Provider (ASP)/Cloud Services

Internet Service Provider (ISP)’s Network Equipment (wa#, WiFi, IDS etc.)
Social Networks Services (Facebook, Twitter, Google+ etc.

Email- & Web servers etc.

Public Alarm-, Access-, Surveillance- and Monitoring &yss

In DF the practical challenge is in general the large amofidiata that needs to be handled/processed. This
makes this kind of cases complex and comprehensive to igagst

The typical digital forensics investigation process arnghin figureb.

Identification We need to identify all ICT equipments and their clock andetione
Collection We need to collect the desired data evidences in a forensitdsmanner
Examination We need to filter out the interesting information in the huge pf data
Analysis We need to analyze the data collected and build up the chatusibdy (at this stage
advanced computational and statistical methodology demafsed (e.g data mining and
machine learning techniques))
Reporting We need to write an easily readable report in plain Englistihwhronological listed
events (including e.g timeline)

17Cloud computing = the practice of using a network of remoteess hosted on the Internet to store, manage, and process da
rather than a local server or a personal computer [25].

16



Collection: Examination: Reporting:
Evidence Preparation

.A naly_ms:_ . Documentation
Using scientific

collection and and and
L . methods :
acquisition examination presentation

Identification:
Verification of
event

Figure 5: Typical Digital Forensics Investigation Process

8 Previous Work

"If I have seen further it is by standing on the shoulders ahtg."
— Issac Newton

We will mention and describe some previous work regardingR@&diness in this section. There have been
proposed several framework in DF readiness.

8.1 Forensic Readiness: John Tan, 2001

The term "Forensics Readiness" was introduced by Tan in @]1[@] Tan described the main goal with
forensic readiness; (i) maximize the usage of internaltaligraces and (ii) minimize the cost of an forensic
investigation. Tan further describes how costly minordecits can be. The main part of his article describes;
(i) how logging is done, (ii) some different popular opemngtisystems properties and (iii) how one can collect
evidences in different kind of computerized equipment ayslesnatize them. The last part is how to handle
the actual evidences.

The article is written for computer scientists and not fonteghnical management/leaders. It is written in a
taxonomy way and makes us focused on how small actions caresderprises a lot of money.

8.2 A Ten Step Process for Forensic Readiness: Robert R Rowtjson, 2004

Rowlingson published in 2004 an articlelimternational Journal of Digital Evidences (IJD@]. This article
introduces DF thoroughly with descriptions of previouslgriu Rowlingson’s main part of the article is the
following ten steps (quoted):

1. Define the business scenarios that require digital egilen
Identify available sources and different types of potémtvidence.
Determine the evidence collection requirement.
Establish a capability for securely gathering legallynésible evidence to meet the requirement.
Establish a policy for secure storage and handling ofrpiaieevidence.
Ensure monitoring is targeted to detect and deter maginlénts.
. Specify circumstances when escalation to a full formadstigation (which may use the digital evidence)
should be launched.
8. Train staff in incident awareness, so that all those ire@lunderstand their role in the digital evidence
process and the legal sensitivities of evidence.
9. Document an evidence-based case describing the in@ddrits impact.
10. Ensure legal review to facilitate action in responsd¢oincident.

Nogabkowh
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This article is a well done academic approach to forensidiness. The previous work are discussed and
challenged with listings. The main part is the concluding peints listed and explained. Rowlingson have
done a thorough job and uses business English for his majettanterprise management/leaders.

8.3 DF Readiness Framework for South African SME, Barske eal. 2010

Barske et al. wrote in 2010 an article regarding DF readiteaggted to SM ED4]. This article is a compressed
version of Rowlings's 8]2. Barske et.al. introduces shaatid continue to list DF as Rowlingson described.
Barske et.al. further introduce an illustration and ddwsiall the circles (see figuré 6). They further describes
the challenges in SME and stress the need for optimizatidimsrcontext.

Barke et al. have written a easy readable academic papédhmithibeir target: the SME’s. The illustration and
the short size of this article is very good. SME’s need quitd effective yet understandable inputs.

Policy and
_— Procedures
Digital
Forensic

Readiness

Figure 6: The Digital Forensic Componedﬂs [4].

9 |ISO/IEC 27037 - A Standards for better DFI Readiness?

"The nice thing about standards is that there are so manyeshtto choose from."
— Andrew S. Tanenbaum

We have great expectation regarding ISO/IEC 27037. The mpame are’ISO/IEC FDIS 27037 In-
formation technology — Security techniques — Guidelinegdentification, collection, acquisition and preser-
vation of digital evidence[IE]. This ISO standard is a so-called "draft" (Flﬁ)This is the last step before a
document (under the normal development process) is appEmvan International Standard.

As the name reveals - this standard will describe ways of leattidital evidence. Hopefully, this standard will
be a large step against a more formalized description ohficeeadiness.

18EDIS = Final Draft International Standard
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10 Our FrameWork proposal: D-FORCE

| cannot think of ANY area in our field
that deserves more attention than security
awareness. Management just doesn't get it!
Pay a penny now or pay many pounds later.
—John C. Glover

We will introduce a new termD-FORCE@

10.1 Why a new FrameWork?

We read a lot of framework proposals during our literaturtedgt Our conclusions are that there is a lot of
interesting work previously done. However, we struggleifigcanyone sufficiently optimized and simplified
for general SME usage (which may be a challenging task). fMasteworks are very technical and academic.

The design philosophy with D-FORCE is to develop a undedsthle framework for DFI readiness in SMESs.
We strive for an optimized, simplified and human understhtedapproach for DFI Readiness. We focus more
on the organizational and human aspect and uses plain Englis

10.2 Motivation
The following list shows our goals with D-FORCE:

Minimize the interference to normal business during anstigation

Make SMEs more prepared/robust in an eventually collatwratith police
Fulfill the coming standard (ISO/IEC 27037)

Ensure that evidence are collected and stored in a foreogitdamanner
Quiality control and documentation of ICT equipment (bi effe

10.3 The DF Readiness Project - Will it survive?

Any business continuity project like the DF Readiness mtajeust be thoroughly analyzed before started. The
following questions may be a checklist before start:

How much time will this project demand (make a project plathwgiack)?

Will we manage to do business as usual meanwhile?

Do we need to hire extra staff and/or consultants?

Do we have a plan for motivating and including our employeethé processes?
A risk assessment need to be documented

This kind of questions will CEO and board most likely ask.

10.4 Plan Do Check Act - A Familiar Model

We will in this section define the D-FORCE main phases. We bhesen the PDGA model in our framework.
This is a model that is easy to understand and works for ifgqaa. See figuld 7.

19This term is derived from the sentenc®igital FORensCs readiness in SHs".
20pCDA = Plan Do Check Act.
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* Dialogue palice

Figure 7: The Plan Do Check Act.

The "Plan phase" is where we make strategies and plans faDRCHE.

In the plan phase it is crucial to heavily involve the top le@dmanagement. The DF readiness needs to
be sold in to the management in the initial phase - then evaplayees must be included. The DF readiness
process will cost time and effort in the organization. Defimeasures so the leaders and the process owners

Do the necessary organizational changes (does there exiStraanager/responsible?)
Updating the organizations policies and procedures

Create plans for tabletop exercise

Create plans for evidence logging

Define ways to measure DF readiness

Perform cost analysis on the DF readiness job vs. businedgguoation security advantages

can follow the processes.

Do

In this phase we execute the strategies and plans givenan {flase". Examples of tasks:

Train employees (both in technical and organizationalegatters)
Document every ICT equipment used in the organization

Set up server(s) to collect digital traces (logs) from all' l€juipments
Synchronize clocks and timezone

Ensure that our important data are safely backed up and@bkeriestored
Ensure that our basic ICT security mechanisms works (fileyahti virus etc.)
To collect and secure digital traces for potential crimes @isputes

To ensure that evidence are collected and stored in a feareagnd manner
Define easily measures (both easy to measure and admigjstrat
Document and store configuration and user names/passwoadsaife place
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e Establish contact with external consultants and/or ptieeenforcement to ensure the quality of DF
readiness work
e Perform tabletop exercises: "a crime has been committed"

Check
In this phase we evaluate the results from the Do phase va.wéhplanned. Examples of tasks:

Do all necessary in the organization understand the neddRoeadiness?

Are the business more robust and ready to collaborate witieegforensic investigation?
Evaluate the DF readiness process/project plan vs. erpacuti

Are we familiar with proper evidences handling?

Results of our tabletop exercise - did we help/improve thedaforcement process?
Collect and report the results/answers from this section

Act
In this phase we evaluate the results given in the "Checkgdh&xamples of tasks:

Why did we not got the results as expected in our plans?
Why are people resisting our plans?

Why do we failed in handling evidences?

How can we change our plans to get our initial goals?

10.5 Selling the DF Readiness Project
Management and Board must be Positive and Involved

The DF readiness project must be "sold" to the managemenb@aud as a part of the business contingency
plan. We have to communicate clearly regarding costs, bsrmefd risks. We may manage to align DF readiness
with the IT strategy. The following bi-effects are impontafi) better control of ICT equipment, (ii) increased
trust and compliance and (iii) reduced internal threatadeses do not like technical terms in general. They are
busy people striving for doing the right decisions. Giventh&cenarios and alternatives. Get to know leaders
and people in board to build your support group. This salbsijay be in large degree a political job so you
better prioritize your effort where it is most effective.

Be prepared for a resisting organization

The DF readiness may not be positively welcomed by the orgéion. Organization culture is often very
difference inside an enterprise. We need to sell our prajéttt a thoroughly prepared plan. Every counter
scenario attack must be prepared and handled positivelg@melct. Organizational changes takes time and a
lot of effort. Let the supporting colleagues sell the mesgagough the organization.

Selling our project to Employees

People are often difficult to change. We can teach them newlkdge and make them willing to change
(attitude), but to change behavior is much more difficult. x be impatient! Think as a salesman and
communicate where you meet the most of them (social netwamters, games, free-bees etc). Be patient -
every stakeholder is important. The chain is only as straip@ weakest link!
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10.6 Critical Success Factors

We have listed critical factors to manage success in usin@pagelORCE framework. Please note that they are
not ranked/ordered.

Management and Board

The management and board must be strongly involved in theeBffimess project. Without them the project is
most likely doomed to failure.

Basic DFI knowledge

The DF Readiness project manager need some level of knoavled@F| - especially regarding evidence
handling. Police are most likely positive to have a dialogod perhaps course SMEs in how they work.

Measures for DF Rediness

The DF readiness is a continuous process and need to havenseaseirable metrics. If we measure before,
during and after the our DF implementing process we canyeasgdluate our work. The typical are number of;
(i) near miss events, (ii) minor incidents, (iii) major ideint and (iv) critical incidents in the SMEs.

Event Reporting

Employees must be positively motivated to report all leadhants (included all near miss events). Reporting
must be an popular, common and easy task. Anonymously neganiay also be an option. Any reporting that

produces negative feedback will directly reduce the engdeywill to report. The SME need every employees
to practice security awareness, but overreacting to int¢sdis not the best approach. The level of reporting will
variate - be patient.

All employees must be included

The employees are in general the most important assets BBy Be sure to include every stakeholder in the
organization. An internal investigation process can beughcsituation. Personnel need training and exercise
to be positively motivated to collaborate with police.

Learning by doing

Itis crucial to understand why events happens. Collect acdmient all possible knowledge in the organization
of events and learn! Especially the one that escalated torroagritical level of severity. This is a boring and
often time consuming job, but nevertheless important.

Courses and Training is important

External training can have an initial high cost - but is mdBtient in long term. People get to broaden their
networks and exchange knowledge.

Triggers for DFI process?

When do we start an internal investigation? Overreactirigdiments is not the best approach. The levels will
most likely be in lost money and/or man hours, and must baiated frequently to fit the organization (typical

yearly).
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11 Further work

We would like to create some nice templates for the D-FOR@méwork. This would help an SME to get
started.

We would like to test out our D-FORCE framework proposal mesal SME categories and most likely get
valuable experiences.

Can an IDS work as an log collector? Perhaps also with enaph&rchive in cloud services? Can these
ideas be an easily D-FORCE approach for SMEs?

12 Summary

We have in this paper explained cyber crime threats and gixamples in how business can be harmed.
We have described the challenges in Norway regarding seitieand police organization. We have further
explained incidents and the basics of DF. There exists akgeod articles regarding DF readiness and we have
discussed the most important one plus a coming ISO standaatting the same matter. Finally we introduced
the D-FORCE framework which is an DFI readiness framewoak ¢ine optimized for SMEs.

We have used a lot of effort hunting for good statistical feguirom Norway. The best (and mostly referred
to) was the Mgrketallsundersgkelsen 2012 by NSR. Norwegtatistics blamed Norwegian Police for odd
ways of calculate economic loss regarding computer crinagméefully this will soon be history and we may get
better statistical data to work with.

Police have huge challenges with Norwegian settlement lamavay police are organized with DF expert
knowledge located in Oslo. It is most likely that SMEs wilhdttheir incident recover process rather than
wait for police to arrive. Our conclusions is that by introthg DF readiness approach SMEs are prepared
and more robust facing police investigation processesy tha recover from incidents and in the same time
have digital traces/evidences for police when they arfiiee D-FORCE framework will contribute positively
helping SMEs in the DF readiness process.
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Appendix A — Acronyms and abbreviations

ASP
Bot

Botmaster
Botnet
CERT
CPI
DF
DFI
EFTA
FDIS
GNP
GUI
ICT
IDS

IS

IPR
ISP
NIDS
NOK
OECD

PCDA
PLC

POTS
PPS
SME
usD

Application Service Provider
A bot is malware that can be controlled by the botmas
(short for "software robot")
A botmaster is the master of a botnet. S/he controls a bg
Botnet are a network or networks of many bots
Computer Emergency Response Team

Consumer Price Index

Digital Forensics

Digital Forensics Investigation

European Free Trade Area

Final Draft International Standard

Gross Domestic Product

Graphical User Interface

Information and Communication Technology

Intrusion Detection Systems

Information Security

Intellectual Property Rights

Internet Service Provider

Network Intrusion Detection Systems

Norwegian Kroner

The Organization for Economic Co-operation and De
opment

Plan Do Check Act

Programmable Logical Controller (industrial compu
unit)

Plain Old Telephone System

Purcasing Power Standards

Small and Medium Enterprises

ster

tnet

el-

ler

US Dollar

Table 7: Acronyms and abbreviations
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Appendix B — The Norwegian Police Organization Chart

Organisation of the police in Norway

Ministry of Justice and the Palice
]

Norwegian Police Security Service

National Police Directorate

27 regional police districts

T

District Governorn
of Svalbard

National Criminal Investigation Service (Kripos)

= National Police Immigration Service

National Police Computing and Material Service

= Norwegian Police University College

B National Authority for Investigation and
Prosecution of Economic and Environmental
Crime in Norway (Gkokrim)

= National Mobile Police Service

Rural police stations

= Norwegian Border Commissioner
4 Local paolice stations

|| Execution and enforce-
ment commissioners

Figure 8: The Norwegian Police Organization Chart.
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