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Abstract

Open source software have existed as long as computer technology. The last 10 years it
has really exploded in many successfully projects. OpenlD is one of these successful stories
of open source software. OpenlD is a single sign-on (SSO) system that due to date have over
billions of accounts enabled and thousands of web-sites accepting it M. The dilemma may be
open source software and security solutions. Is this a good combination? Can we build security
systems on open source software? With some precaution - open source software have in general
no limitations regarding security.

I start this article describing the evolution of web-pages concerning users interaction. Then
I describe OpenID more technical and analyse some security issues. Further I discuss open
versus closed source software. Finally I conclude my article and raise some question for further
discussion.

1 Introduction

1.1 The Challenge

Internet have evolved exponential the last decade. We have changed from small band to broad band
in our needs for interactive multimedia Internet service. Static web-pages produces by companies
are changed to web-pages where we all program/interact with our social networks activity. Online
users are producing comments/links/evaluation/” Likes” /” Twitters” et.al. every second on web-
pages (articles/blogs/newspapers).

Many professionals in computer industry use the term ”Web 2.0” to describe this new way
web-pages makes us interact (read more on this on oreilly.com [I2]. To give You an example of
the number of the popular social network; the recent web-page cited regarding ”Web 2.0” gave us
52 possible so-called ”ShareThis” choices. Figure [Tl shows some very common buttons found on
most web-pages.
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Figure 1: ShareThis typical buttons.

In the struggle for users statistics and -interaction; the challenge for content publishers was
obviously... they needed to offer users personal login on web-pages. Soon most every web-pages
offered user to register for an user account which forced users to give some personal information.
This way the content publishers had much statistics and got interactions (comments/links e.g) from
many of their users.

Internet browsers often have default installation with the options ”Save Passwords?” and
7 AutoFill” mechanisms active. These mechanisms gives You the chance to store every UID and
password for your web-pages which are seemingly very convenient. This behaviour of the Internet
browser from practical and security point of view are as follows:

'Numbers found in OpenID Fundation’s introduction document [TT]



e The Internet browsers have obviously to save authentication information on the local com-
puter. In security thinking this is a unwanted behaviour of the Internet browser.

e If the user uses an other computer s/he have to log in for every new web-page s/he are visiting.

e Users tends to get very sloppy regarding his/hers complexity of UID’s and password’s when
s/he gets use to these mechanisms.

e A computer that are used by several users in the same local computer account (very common
installation mode in Microsoft Windows) gives all the chance to use each others user accounts
on web-pages.

e A re-installation and/or cleanup process of the computer’s operating system often removes
the actual saved UID’s and belonging passwords.

The number of social networks on Internet gave births to new web-pages almost every day [10].
This interactivity between publisher and reader of content (articles/blogs/newspapers) demanded
new technique in authentication . Soon users had a lot of users accounts/UID and passwords
to manage. This made often UID and passwords being reused on several web-pages with poor
passwords (easier to remember and bad security), but in worst case the users did not register. The
need for a efficiently authentication system was long overdue. This was solved by Single Sign-On
(SSO) solutions suck as OpenlD.

1.2 Limitation

In order to match the scope of this essay I can not analyse the software OpenlD in details, of
course. | have structured known security vulnerabilities and discuss weakness in OpenlD’s basic
functions. The analysis mentioned in the title are not a scientific approach to analysis, but more a
collection of information from good articles, technical reports and master thesis’s.

2 OpenlD - an Open source Single Sign-On solution

OpenlD is a open source community driven for SSO solution. Almost every large company running
social networks have embraced OpenlD (e.g. Amazon, Aol, Facebook, Flickr, Google, Microsoft
(Myspace) and Yahoo (in alphabetic order)).

2.1 Brief History

Here is a brief timeline of milestones in OpenlD’s history:

e In May 2005 OpenlD was invented by Brad Fitzpatrick at Six Apart Ltd. (US) [1§].

e In June 2007 OpenID Foundation was formally established. The OpenlD Foundation
is an international non-profit organization of individuals and companies that supports and
developes OpenlID framework.

e In December 2007 the last final version (OpenID 2.0) was released.
Since 2005 this SSO system have become very popular - due to date there are over billions of
accounts enabled and thousands of web-sites accepting it. Source: OpenID Fundation. [11].
2.2 Technical description of OpenlD

OpenlD is a decentralised /user-centric SSO solution using several protocols. This includes among
others Yadis [22], Diffie-Hellman [16], HTTP/HTTPS [15].
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Figure 2: OpenID Protocol description [9].

2.2.1 Illustration of OpenID process

2.2.2 Abbreviations used

T = Type of algorithm, P = Modulus Prime number, G = Diffie-Hellman Generator , DHgrp =
The RP’s Public Key, AH = Identifier of the association, DHpp = the OpenlD Provider’s public
key, H = the hash value of the created key XOR with the MAC key to transport the secret MAC
key encrypted, OP = OpenID Provider, ID = the user’s identity, N = a random value (nonce),
{Sig} = a generated signature by hashing the concatenation of the RP, OP, ID, N and the key K,
K = a session key between RP and OP.

2.2.3 Description of OpenlD login process
1. A user access a website offering OpenlID login (Relying Party (RP)).

2. The RP performs a Discovery Process to find a proper OpenID Provider (OP). Yadis protocol



are used in this process [22].
3. (Optional step) The RP performs a Association Request to the OP.
4. (Optional step) The OP answer with a Association Response to the RP.
5. The RP redirects the users session to the OP for an Authentication Request.
6. The user authenticates using his/her credentials in interaction with the OP.

7. The user are redirected to the RP (initial website) and its services that demanded OpenID
login (assumed that the authentication was a success).

8. (Optional step) The RP sends a Verification Request to the OP (if performed: a verification
on the outcome of previously steps).

9. (Optional step) The OP answers with a Verification Response to the RP.

Note! One of the steps 3-4 or 8-9 must be done! The association steps are done to generate the
session key K.
2.3 OpenlD Security Issues

The current OpenlD version 2.0 still have some security weakness.

2.3.1 Phishing

OpenlD login process are highly vulnerable for phishing attacks. There are two basic kinds of
phishing attacks: (i) a malicious/compromised RP can forward the user to a OP that is controlled
by the same attacker, (ii) the URL from the user can be malicious/compromised. This makes
(again) the RP to forward the user to a malicious/compromised OP.

Countermeasure regarding phishing attacks are in general (i) the use of strong authentication and
(ii) use trusted OP’s.

2.3.2 Other Security Issues
Here is a list of challenges using OpenID [9], [2], [6], [19], [1], [20].

e The initial challenge may be how strict the installation of the OpenID is done. OpenlID is
very flexible and may be "sloppy” installed in contrast to high security.

e The OpenlD is user centric and an compromised computer can hijack the OpenlD identity.

e The user should have the chance to choose among OpenlD Providers when the need for
authentication arise (e.g. the RP must have several OP’s to offer). This will also help the
user to be logged on using OpenlD even if some OP’s are down/inaccessible.

e The user should be able to chose between OpenlD and the web-page’s own registration.

e The user should have the chance to connect the OpenlD to federal SSO solutions to complete
proper identification.

e OpenlID have a Privacy Problem. The system is leaking OpenlD user identities to third
parties (for advertisement and traffic analysis). This is not a bug, but the design [20].

2.4 Alternatives to OpenlID

There are several alternatives to OpenlD. In table [Tl the most common SSO solutions are compared

2.



Protocol Description

Electronic ID A X.509 certificate based authentication and authorization
handler that solve the reliable end-user problem. Pro. =
Based on the well scrutinized X.509 certificate standard.
Widely used. Supports Reliable end-user identification.
Con. Expensive Intended used = X.509 certificate based
identity with a java based client side web application for
authenticaion.

Kerberos Computer network authentication protocol mainly devel-
oped in MIT in the 1980’s. Pro. = Widely used and well
scrutinized. Cons. = Requires synchronisation of clocks
between involved computers/hosts. Intended used = In
Local Area Networks (LAN’s internal networks) [7].
Microsoft Live ID | Microsoft’s own SSO alternative. Pro. = Widely used in
Microsoft systems, Web based infrastructure. Cons. = Bad
reputation regarding security vulnerability. Intended used
= As a SSO solution.

OpenlD Open source SSO solution. Focus mainly on solving SSO.
Pro. = Easy to learn. Web based infrastructure, through
XML, and HTTP. Con. = Relatively new. Intended used
= Web based single sign-on for web-services [5].

SAML Security Assertion Markup Language (SAML) in a open
standard OSS solution from Organization for the Advance-
ment of Structured Information Standards (OASIS), U.S. .
SAML is encoded/written in XML. Pro. = Widely used.
Web based infrastructure, through XML, SOAP and HTTP.
Supports Federated identities. Con. = Complex. In-
tended used = Exchanging authentication and authoriza-
tion data between business partners. [4] [3]

Table 1: Single Sign-On competitors to OpenlD (alphabetic order).

3 Open versus Closed Source Software

Can we trust software found in the street?
Stephen Wolthusen [21].

I have quoted professor Stephen Wolthusen in my title of this essay . This quote rise an
important question. Especially in security software we must have control. Open source software
plays a major role in software development all over the world nowadays.

3.1 From Add-On’s to Main Business Focus

Software was in early days of computer industry some “add-on” we got in additional to the very
expensive computer equipment we bought. We just had to adapt to the often not so logic way the
software worked.

The last decade we have seen a that software is the main focus for many companies. An common
business model is that the software is initial free, but all service and support (especially service
level agreements (SLA’s)) costs a lot of money. Even large software companies with traditionally

very closed code development have joined the open source approach (e.g. Microsoft, Oracle and
Sun).

2Lecture Notes from Stephen Wolthusen, IMT4651-Applied Information Security, Gjgvik University College, 2010



3.2 Human approach to Free Software

We all enjoy freebies. This is a basic human characteristic.

I have in several occasions found myself wondering after having installed free software. Was I a
bit to relaxed regarding security issues here? Am I getting to exited by the features and just want
to try it out? Where was my normal paranoid and sceptical way of thinking this moment? Was all
my experience and studying of computer security wasted?

In computer security the biggest treat are us humans. This is mainly because; (i) we believe we
do the right action, but are either too self-confident or lack proper training, (ii) we get stressed and
starts to cut corners in our struggle to manage our goals, (iii) we have for some reason a hidden
agenda for our actions and misuses our trust et.al.

3.3 Common Challenges

We love open software!
Jean Paoli, General Manager, Interoperability Strategy, Microsoft [8].

Linuz is a “cancer” that are threatening Microsoft’s intellectual property.
Steve Ballmer, CEO, Microsoft [§].

The Open Source Software (OSS) versus Closed Source Software (CSS) is a never ending story.
I will in this section discuss the common challenges between OSS and CSS. Software licensing is a
huge topic, I focus here only on the general differences between OSS and CSS. I am well known of
the fact that this may be to much of a simplification so please bare over with me here.

3.3.1 Price as main focus in the short run?

The price of implementing new software systems have two sides; the short run and the long run. OSS
v. CSS price is difficult to measure. We often use more time in initial phase with OSS, but then we
do not pay for license fee or support fee (as for CSS). But - time is money! If the project find a good
match with ready made CSS - the CSS wins. In larger projects the local adaptation/adjustment
are easier with the use of all knowledge in the OSS community. Conclusion: Even race!

3.3.2 Price as main focus in the long run?

The price of using OSS v. CSS are depending on the following key topics: (i) the amount of users,
(ii) the stability of the software, (iii) the lifetime of this actual software. The chance of paying
a lot of money in licensing fee is in general high. Stability may be a definition and can often be
controlled. Lifetime is a difficult parameter, new technology/new leaders/laws and politics may
remove fully working software in short time. Conclusion: Credit to OSS!

3.3.3 I need help! HelpDesk, Support and Documentation?

CSS demands licensing fee and helpdesk/ support fee - but this is normally very professional. OSS
have the community power and often many more users that are willing to help in every minute
of the day for free. The OSS community will often have a broader knowledge because of the
large amount of users but we can not call anyone and we do need some understanding of the
challenge /situation when we ask the community. Nevertheless, we can always read the FAQ pages
in the OSS community to help us with the trivial questions. Documentation especially are often
much better on CSS, but all the Quality Assurance (QA) in private companies often delay this
delivery. Conclusion = Even race!



3.3.4 What do You actually Buy?

CSS have very much legal/juridical text attached to the usage of this CSS. How many of You
have reads the legal /juridical text we have to accept before using the software? OSS are owned by
us/none! Conclusion: Credit to OSS!

3.3.5 Can we trust OSS?

There is no guaranties in either open or closed source software regarding errors and/or vulnerabil-
ities. People make mistakes! An empirical research regarding vulnerabilities and vendors patching
behavior showed no significantly difference between the two categories [I7]. This can also be ex-
plained with the number large of eyeballs/users in the OSS communities compared to the QA
processes and heavy bureaucracy/procedures in CSS companies. Conclusion: Even race!

3.3.6 Software Quality Assurance

CSS lead on regarding QA. In general CSS companies use a lot of money to test and retest their
software before it enters the marked. This is in general a good policy - but high QA slows down
the version finalisation process. OSS utilise their large number of community users/members and
can archive a high level of quality in this way. There are several OSS QA projects. Two popular
examples are: OSSTMM - Open Source Security Testing Methodology Manual from the Institute
for Security and Open Methodologies (ISECOM). Est. Jan 2001 [13].

QualOSS - Second generation software quality assessment model. This is an European Project.
The first model was finished in Sept 2007 [14]. Conclusion: Credit to CSS!

4 Conclusion

The perfect is the enemy of the good!
Voltaire.

4.1 OpenlD

OpenlD is very good example of the power of OSS community development. OpenID 2.0 have still
some unwanted security issues but is in general a very flexible and powerful SSO solution. We are
indeed looking forward for the next release 3.0.

4.2 Further work/discussions

Who owns my user ID/OpenlD? Who can assure me that my OpenID are properly deleted? How
is my privacy protected with the huge amount of systems involved?

4.3 OSS versus CSS?

We may have asked the wrong question. The question should have been asked in a more modern
way: How can we ensure our software needs? I actually asked OpenID Foundation regarding their
QA policy/methods. I got an prompt answer with a new email address to contact. The latter gave
me no answer despite two reminders. OSS projects have a job to do regarding information and QA
methods/policy. CSS are in general more available and service focused (often for some money).

If our initial choice are between OSS or CSS - we are excluding to much! If we start with a
detailed requirement specification, a clear time and financial plan for our needs - we MUST seek
both OSS and CSS to get what’s most appropriate in the actual case. To exclude OSS may be a
great failure. My conclusion is; Yes, we can trust OSS software with a good plan including QA
methods!
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